Fake solar base station

SOLAR ¢ro.

Are fake base stations a security threat?
Fake base stations (FBSes) pose a significant security threatby impersonating |legitimate base stations (BSes).

What are fake base stations (FBS)?

networks, they become desirable targets for malicious entities. These entities try to disrupt cellular network
services by exploiting ifferent types of vulnerabilities in cellular network protocols. Of all the at-tacks and
threat models targeting cellular networks, Fake Base Stations (FBSes), a.k.a. false base stations and rouge base
sta-tions, a

Can fake base station attacks be detected?

For the first time, we systematically study fake base station attacks and their main influencing factors. We use
a specification-conform simulation model that lets us analyze fake base station attacks on a large scale, and
test detection mechanisms on the generated data.

|s fbsdetecto better than Phoenix?

ations on our attack traces (level 0-4) that Phoenix can detect. From the results shown in Table 9,we can see
that FBSDetecto performs significantly betterthan Phoenix fo all the at acks.Why heuristic/signature-based
approaches fail. For furtherevaluating signature-based detection approaches with

Can Tector detect FBS in the wild?

tector can detect FBSes in the wild in real time.1 IntroductionThe widespread adoption of cellular networks
has brought about unprecedented improvements in data rates,latency,and device connectivity,r sulting in a
surgeinthe -17.72 bile devices s assessed at billion,having an estimated

Our experiments reveal the influencing factors of the success of fake base station attacks and detection, and
provides nuances for performance that is missing from existing work.

Pseudo base station (PBS), sometimes called fake base station, refers to cellular base stations that are
employed for malicious and usually illegal purposes. Through the pitfalls...

In this talk, we will demonstrate a brand new software project to detect fake 4G base stations, with open
source software and relatively cheap hardware. We will reveal what we have found so far ...

A recent hack of KT has revealed the use of so-called fake base stations, long considered the stuff of films.
These small, illegal devices mimic legitimate telecom stations, intercepting nearby ...

Fake base stations comprise a critical security issue in mobile networking. A fake base station exploits
vulnerabilities in the broadcast message announcing a base station"s presence, which ...
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ecurity threat by impersonating legitimate base stations (BSes). Though efforts have been made to defeat this
threat, up to this day, the presence of FBSes and the multi-step attacks (MSAS) ...

In this paper, we develop FBSDetector-an effective and efficient detection solution that can reliably detect
FBSes and MSAs from layer-3 network traces using machine learning ...
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